Vinay Kalia
Roland Miiller
Editors

Risk Management at Board Level
A Practical Guide for Board Members

3rd edition

HAUPT VERLAG



Table of Contents

Foreword by the Editor of this Series
Foreword bythe Authors
Table of Contents

Abbreviations

L

Introduction

1.
2.

General Overview

Importance of Risk Management

a)
b)
c)

Help for Company
Bank Rating

Insurance

Role of Board Members in Risk Management

a)
b)
©)
d)
e)
f)
2)
h)
i)

Risk Management as a Part of Good Corporate Governance . .

360° Direction and Control

Setting the Tone of Risk Management
Dealing Effectively with Strategic Issues
Fostering Openness and Creativity
Guidelines and Policies for Risk Management
Serious and Extraordinary Decisions

Supervision of the Company Performance Versus Strategy .. .

Organisation and Structure of Risk Management

Definitions and Concepts

a)
b)
9)
d)
e)
f
g
h)
)

Definition of Risk and Security

Definition of Risk Controlling

Definition of Risk Management

Definition of Emergency Management

Definition of Crisis Management

Definition of Operational Risk Management
Concept of Value-at-Risk

Concept of a Risk Map

Concept of Business Continuity Management (BCM)

Table of Contents

11
21

25
25
28
28
28
28
29

30
32
32
33
33
34

34
37
37
39
39
40
40
41
41
43
44

11



Risk Management Standards

a) Committee of Sponsoring Organisations (COSO)
Framework

b) Sarbanes Oxley Act 2002

c) ISO 31000 & 31010 (Risk Management & Risk Assessment). .

d) ISO 19600 (Compliance)

II. Development of Risk Management

1.
2.

Overview of the Development Stages

Risk Managementand Corporate Governance

a) Overview of ERM and Corporate Governance
Interdependence

b) The Cadbury Report

¢) The Combined Code and Hampel Report

d) The Turnbull Report

e) The King II & King III Reports

) The Basel Committee Reports

Risk Compliance

a) Establishing of the Compliance Function at the
Executive Level

b) Guidelines for Compliance Management System

c) Elements of a Compliance Management System (CMS)

II1. Driving Forcesof Risk Management in Switzerland

1.
2.

AN

General Overview

Law asa Driving Force

a) Importance of Several Regulations

b) Swiss Code of Obligations

c) Bank Regulations

d) German Law for Control and Transparency (KonTraG)
Institutional Investors

Impact of US Developments

Press

Others

47

47
49
51
53

56
56
60

60
62
63
63
65
66
67

68
70
70

73
73
74
74
75
75
76
76
77
77
78



IV. Risk Management Implementation

1. General Overview
2. Objective Setting
a) SWOT-Analysis
b) Risk Management Policy
¢) Risk Management Guidelines/ Directives
d) Risk Management Handbook
3. Risk Identification
4. Risk Assessmentand Prioritisation
5. Risk Analysis
a) Key Drivers Analysis/ Root Cause Analysis
b) Suitable Actions to Respond to the Key Drivers
6. In-depth Risk Analysis
a) Quantification of Risks
7. Action Planning
8. Monitoring, Reportingand Supervision
9. Culture
10. Tools

11. Timeline and Cost of Risk Management Implementation

V. Uncontrollable Risks and Corporate Governance

1.

Defining Uncontrollable Risks

a) Complicated Systems

b) Complex Systems

Complex SystemsShaping Current Economic Landscape
Era of BlackSwan Events (BSE)

Uncontrollable Risks and Boards

VI. Managing Fraud and Corruption Risks

1.

Problem Overview

a) Clarity of Norms

b) Risk of Being Caught
c) Difficulty to Discuss
d) Intentional Act

Table of Contents

79
79
82
82
82
84
84
84
87
91
92
93
96
96
97
98
104
107
108

1l
111

113
113
113
116
117

125
125
126
126
127
129

13



VIIL

kWb

10.

‘Who are Involved?

a) Red Flags

b) Departments Involved in Fraud Cases
Common Forms of Corruption

a) Gifts and Entertainment

b) Facilitation Payments and Bribes

c¢) Kick-backs and Overbilling Schemes

d) Bid-rigging and Price Fixing

e) Use of Agents

f) Political Support and Charitable Contributions
Managing the Risk of Fraud and Corruption
a) Effective Compliance Programs

Risk Management of Major Projects

Why Risk Managementof Projects at Board Level?

Risk Management Guidelines

Project Management Handbook

Project Credit Demand Report to the Board of Directors
Final Major Project Credit Demand Report

(Closing of Internal Credit Line)

Reporting of Major Projects tothe Board of Directors
(Guidelines)

a) Definition of a Major Project

b) Standard Major Project Report to the Board of Directors .

Aggregated Risks of a Companyin Relation

to Major Projects

a) Group Risk Report to the Board of Directors
b) Risk Inventory

¢) Risk Inventory for Major Projects
Communication in Major Projects

External Risks for Major Projects
Decision-making to Minimise or Mitigate Risk
of Major Projects

129
130
131
133
133
133
133
136
136
136
137
138

141
141
143
146
146

149

150
150

..152

155
156
156
156
157
158

160



VIII. Summaryand Guidance for Practice

1. Summary

a) Key Messages
b) Organisation at Board Level
¢) Organisation at the Management Level
d) Risk Management in the Company
e) Managing Uncontrollable Risks
f) Managing Fraud and Corruption Risk
g) Risk Management of Major Projects
2. Risk Management Practice Today

a) Integrated ERM
b) Decision-Making Under Time Pressure
¢) Whistleblowing
d) Checklists
e¢) Small and Medium Companies
f) Managing Impediments
g) Self-Appraisal
h) Keep it Simple

Epilogue

Bibliography

Appendices

Editors

Table of Contents

162
162
162
163
163
164
164
165
165
166
166
168
169
169
170
171

173
173

175
176
181
234

15



